Failure Detection in

Async hr onous Distributed Sys tems

Raimundo José deAraújo Macêdo

Laboratório deSist emas Distribuídos ˘ LaSiD

Departament o deCiência da Computação

UniversidadeF ederal da Bahia

Campus de Ondina, CEP: 40170-110, Salvador-BA, Brazil e-mail : macedo@ufba.br

Abstract

Being ableto det ect failures is an important issuein designing fault-t olerant distribut ed syst ems.

However, theactual beha viour of a systemlimits theability t o providesuch a mechanism. From one extreme of thespectrum, synchronous systems (i. e., wit h bounded messa getransmission delay and processing times) allow for theconstruction of perfect failuredet ect ion based simply on local timeouts. At theot her extreme, accuratefailuredet ect ion cannot bedeveloped for asynchronous syst ems (i. e. systems wit h no bounds on messagetransmission dela ys and processing times), unless some extra properties can beguaranteed, such theones specified in a semina l articleby Chandra and Toueg [1]. Thepresent paper discusses therequirements and describes theimplementations of failur edet ectors for two important fault-tolerant mecha nisms mea nt to asynchronous environments: process gr oup membership and <>S FailureDet ect or based distribut ed consensus [1]. Theseimplementations arebased on a mechanismca lled t he

TimeC onnect ivit y Indicator, introduced in this paper.

Key Words : failuredet ect ors, fault-tolerance, distributed syst ems, consensus, membership

1. Introduction

A distribut ed syst emis defined as a collect ion of processes running on a set of net worked, possibly geographically spread, comput ers. Nowa days, mainly after thewidespr ead useof theWorld

WideWeb, thedependenceof societ y on such syst ems ha vebecomecommonplace. This reality have pushed researchers to find out techniques for building reliabledistribut ed syst ems which can deliver thespecified ser vices despit efailures of someof its components. SystemDia gnosis[14,15], Byzant ine

Agr eement[16], and Processor Membership[17] arethreewell known t echniques which ha ve successfully been used in thepast to develop such reliableor fault-tolerant syst ems. Although these techniques areclosely relat ed, they havedistinct specifications and purposes. Syst emDia gnosis aimat det er mining t hesets of fault-freeand fault y processors 1 . Theset of faulty processors, called the syndrome, is dia gnosed t hrough a two-phaseprocedur e: t hetest phasewher eprocessors aretest ed, followed by a diffusion phasewher et est results are excha nged a mong fault-fr eeprocessors and the syndrome established. Processor membership is similar to systemdiagnosis in that both must maintain a list of which processors arefaulty and which arenot. However, in t heprocessor membership approach, thereis not a explicit t est (which can cover time and value faults). A processor is taken as faulty if it fails in transmit and forward messages in a timely ma nner. Thegoal of Byzantine

Agr eement in its turn is to mask processor faults by having enough processors doing thesa metask. A ma jority vot escheme is used to achieveconsensus between t hefault y-fr eeprocessors which allows thefault results bemasked out. Thus, Byzant ineAgr eement is primarily involved wit h fault masking

1 The techniques areequallyvalid for a distributed system of PROCESSES

Proc. of II Workshop on Tests and Fault-Tolerance (II WTF 2000), pp. 76-81, July2000, Curitiba, Brazil, Brazilian Comput er Societ y wher eas systemdiagnosis with fault det ection. In order to keep thespecified level of reliabilit y of a

Byzant ineAgr eement mechanism, faulty processors should eventually bereplaced by fault-fr eeones.

Ther efor e, a fault det ect ion mecha nismis always required in any of theset echniques (though, it not crucial for theByza ntineAgreement case ).

Unfortunately, becausetheabovement ioned t echniques r equir ea synchronous beha ved environment, they cannot bedirectly applied t o distributed syst ems running on settings such as the

Int ernet, wher emessagetransmission delay and processing times cannot beknown and bounded. For theseenvironments, called asynchronous, new t echniques haveemerged. Amongst them, process group membership[5] and distribut ed consensus[1] areprominent. They can bethought of as the count erparts of Processor Membership and ByzantineAgr eement for Synchronous Systems, respectively . Whiletimeout values can beused t o implement failuredet ect ion in the Processor

Membership and ByzantineAgr eement mechanisms, they cannot dir ectly betaken as an accurate indication to such failur es in theasynchronous world.

A lthough many prot ocols for group membership and distribut ed consensus ha vebeen proposed in therecent years, theactual implementation of failur edet ect ors havedeser ved littleattent ion in t he lit erature. Yet, failuredet ect ion is a funda mental issuefor process group membership and distributed consensus. This paper discusses therequirements and describes theimplementations of failure det ectors for thetwo ment ioned fault-tolerant mechanisms mea nt to asynchronous environments:

process group membership and <>S FailureDet ector based distribut ed consensus [1]. The implementations present ed arebased on a mecha nismcalled theTimeConnectivit y Indicator, briefly introduced in this paper, and fully described in other documents[ 20,19]. Theremaining of thepaper is organised as follows: sect ion 2 and 3 discuss therequirements to implement failur edet ectors for group membership and distribut ed consensus, respectively. Section 4 outlines thedesign of a softwaretool used to estimat etimeout values, and sect ion 5 shows how this tool can basethedevelopment of the failur edet ectors discussed in sections 2 and 3. Finally, sect ion 6 presents someconcluding remarks.

2. Failure Detection in Group Communication

A process gr oup is an entit y which an application process refers to wit hout knowing the number and location of themembers which for mit. Essentially, in a group communication mechanism, a messagesent by a process must beaddressed to all processes in thegroup and message delivery must beatomic: either all processes receivethe messageor no oner eceiveit.

When a group G is initia lly for med, thegroup membership serviceworking on behalf of a group member installs an init ial view V i 1 = {P 1 , P 2 , ..., P n } of thegroup members. As process crashes occur, theGroup membership Ser vicewill install subsequent views V i 1 , V i 2 ,..., V i r by reaching

^consensus~ with all theother fault-free 2 processes on thes enew group views to be established.

It is well known, however, that consensus in an asynchronous syst emis impossibleto achieve, even if processes fail only by crashing [3]. This happens because, dueto theuncertaint ies on message transmission time, a functioning process cannot distinguish bet ween a faulty process and slow one.

Assuming that a slow process is crashed ma y lead thegroup membership serviceto cr eatevirtual partitions. Theway partitions aredealt with, characterisethet wo main solutions to theprocess group membership problemfor asynchronous syst ems : theprimary-partition approaches [5,7,8,9] and the partitionableones [4,6,10]. In both cases, processes belonging to a specific partition will eventually sharea mutually consist ent view of that (possibly virtual) partition. Primary-partition membership services areint ended for systems wit h no net wor k partitions, or for systems that support only one partition in thegroup, theprimary partition. In such cases, processes at primary partition areablet o ma keprogress, wher eas processes in theot her partitions should beblocked. Partitionable membership services, on theot her hand, allow mult iplereal (or virtual) partitions. In consequence, a group can be split int o mult ipledisjoint concurrent subgroups. Processes in onesubgroup cannot communicat ewit h processes in ot her subgroups, and they proceed execut ion as if they wer etheonly ones in thegr oup.

2 In fact, not suspected as crashed.

Lately, when communication is restor ed, theser vicemust providesome mer ging mechanismt o rejoin partitioned groups.

The Group Membership service(being it partitonableor not) of each process in thegroup must executet hefollowing main functions: it will first suspect a process which does not seemt o be active(i. e., sending messages wit hin a predet er mined timeout period) and , secondly, it launches an agreement protocol over themembership, trying to removet hesuspect ed process fromthegroup view.

Theoutcomeof this agreement protocol is that all functioning and connect ed processes agr eeeither to eliminat ethesuspect ed process fromtheir group membership views, or to drop thesuspicion. If proper timeout values arenot used, it may well happen that thegroup membership servicewill confir mfalse suspicions fromt hefirst phase, causing thevirtual partitioning of thegroup. Ther efor e, the for mation of virtual partitions, which could lea d to multiplesub-gr oups in partitionablememberships, or the creation of minority partitions in theprimary membership (causing thekilling of theprocesses in that partition), can bemitigated by utilising an appropriatefailuredet ect ion mechanismin thefirst phase.

3. Failure Detection in Distributed Consensus

Theconsensus problemcan beinfor mally defined in the following way. Each process proposes a value, and all fault-freeprocesses havet o agreeon a common valuewhich has to beoneof theproposed values. TheConsensus problemconst itutes a basic building block on t op of which solut ions to practical agreement problems can bedesigned. A typical agr eement problemis theNonblocking At omic Commit ment (NBAC) wher eprocesses haveto agr eeon a common outcome to a distributed transaction (na mely, abort or commit ). Solving this problemin asynchronous distributed syst ems wher eprocesses can crash is far frombeing a trivial task. Moreprecisely - as mentioned befor e- it has been shown by Fischer, Lynch and Paterson [3] that ther eis no (det er ministic) solut ion to this problemas soon as processes (even only one) may crash. Themajor advanceproposed to circumvent this impossibilit y result lies in theUnr eliable Failur eDet ect or concept, proposed and investigat ed by Chandra, Hadzilacos and Toueg [1,2]. Thewea kest conditions that haveto besatisfied to solvet heconsensus problemhavebeen identified [2] and, accordingly, several protocols havebeen proposed to solvetheconsensus problem [1,13,18].

A failuredet ect or is basically defined by two properties: a completeness property that is on the actual det ection of failures, and an accuracy property that limits themistakes a failuredet ect or can ma ke. Chandra and Toueg havedefined several completeness and accuracy properties that allowed themt o defineeight classes of failuredet ect ors. Among t hem, theclass <>S is themost attractive sinceit imposes theweakest conditions on therun timeenvironment (ther efor e, it is themore implementable). This class includes all thefailuredet ectors that satisfystrong completeness

(eventually, ever y crashed process is suspect ed by every correct process), and eventual weak accuracy

(ther eis a timeaft er which t hereis a correct process that is never suspect ed).

Several consensus protocols havebeen designed for asynchronous distribut ed syst ems equipped wit h a failuredet ect or of theclass <>S [1,11,12,18]. They all arebased on thesameit erative control structure: processes proceed in asynchronous rounds whoseaimis to makethem eventually conver geto thesa meva lue(and then decideon it). Each round r is mana ged by a predet er mined coordinator that tries to imposeits current est imat eof thedecision valueas thefinal decision value.

Each process execut es rounds sequent ially, until it decides (or crashes). A process p progresses froma round r to r + 1 when it has sent a positiveacknowledgement to the coordinator of r (accept ing its est imation), or when it suspects it (it then sends it a negativeacknowledgement). Only when a process p becomes the coordinator of a new round r , it has to synchronisewit h theother processes: it then waits for messages fromt heother processes. Thosemessages ensurethat if a valuev has been decided by ot her processes, p cannot start a new round wit h an estimat eof thedecision valuediffer ent fromv

(agreement property).

Theabovemechanismwill wor k as far as theproperties specified for thefailur edet ector <>S can actually beimplement ed for all executions of theprotocol 3 . A simpletimeout mechanismis

3 In fact, if <>Sdoes not hold, it is shown that though the decision can be postponed indefinitely( liveness ), agreement ( safety ) will never be violated [1].

sufficient to implement the completeness property of failuredet ect ors of class <> S 4 . However, the weak accuracy property is harder to implement. Thenext section introduces a mechanism, called the

Connectivit y TimeIndicator, that will latter beused to implement t heproperties requir ed by thefailure det ectors of class <>S.

4 The Connectivity Time Indicator - CTI

Theconnect ivity time, ct , between t wo processes, Pi and Pj, is defined in this paper as thetime duration for a messageto travel fromprocess Pi to process Pj (or vice-versa) for a given moment of thesyst emlive. In syst ems wit h varied loads (such as theInt ernet ), ct may assumedist inct values for a int erval of time. It can vary from0 (if i = j) up to infinite (if Pi and Pj areactually disconnect ed). The

Connectivit y TimeIndicator ˘ CTI is introduced as themecha nismcapableof dyna mically delivering theconnect ivit y time. A complet edescript ion of CTI and its implementation in theCORBA/JAVA environment can befound elsewher e[20, 19]. In thefollowing, a brief descript ion of theCTI mechanismand relat ed concepts arepresent ed.

Whileit is impossibleto predict theprecisefuture(onecannot guaranteecomponents will not fail and load will beconstant), it is requir ed a CTI which hints with t hepresent connectivit y timeby carefully analysing thecurrent operating syst ema nd net work loads. That is, inst ead of taking the communication timefromt heapplication level, theconnect ivit y time is estimat ed by theCTI fromthe net work and operating system load analysis. Thereis oneCTI running in each sit eof a distribut ed syst emand it will beconstantly updating connect ivit y infor mation related to local and remot e processes. Beforean application process Pi starting enquiring about connectivit y timewit h Pj, it must first register thepair (Pi, Pj) in a loca l CTIdatabase. Fromthis point, theCTI databaseentry for ( Pi,Pj) will beperiodically updated wit h connectivit y infor mation about Pi and Pj and thelocal CTI will for ward thepair (Pi, Pj) to theremot eCTI wher et heprocess Pj reside.

5.0 Developing Failure Detectors from CTI’s

5.1 System Model and Assumptions

It is assumed a distributed syst emof processes which areableto communicatewith each ot her through reliablechannels (i.e., a sent messagewill arrive at its destination as long as thesender process remains faulty-free). Processes fail only by crashing (halt ing execution) without producing any further actions. It is not assumed any bounds on communication or messageprocessing dela ys

(i. e., thesyst emis asynchronous). It is also assumed the all theprocesses involved in a group communication or distributed consensus will beper manent ly excha nging ^I amalive~ or heartbeat messages. Dueto spacelimitations, thedescription of thefailuredet ect ors, given below, covers only themain aspects of its implementations. Thus, aspects such as theupdating of suspect ed lists arenot present ed in this paper. Thefollowing funct ions and paramet ers areassumed to beavailable:

1. Time- silence i (j) denot es thetimeduration sinceprocess P i last received a messa ge(application relat ed or heartbeat) from P j ;

2. justSuspected( i,j ) is an array which denot es thefact that process P i suspect ed process P j and this suspicion has not been dropped;

3.

is theamount of time necessary to produce^I amalive~ or heartbeat messages by thegroup

communication or consensus mechanism; and,

4. CTI i (j) denot es theconnectivit y timebet ween processes Pi and Pj. Thevalue^ ¥ ~ is assigned to

CTI i (j) when P j becomes disconnect ed fromP i .

5.2 Failure Detector for Group Membership

What is required for failuredet ect ion in group membership is theuseof timeouts values which

reflect theload variations so that theoccurrenceof virtual partitioning of a process group can be

minimised. Theimplementation of theFailureDet ect or for Group Membership based on timeout

4 Notice that a failure detector which suspects all processes alreadysatisfythecondition values deliver ed by theCTI (therefor e, dyna mically adapted t o loads variations), is shown in figur e1.

Observet hat theFailur eDet ect or will only suspect a failure(i.e., FD will return thevaluetrue) if t he

remot eprocess has been inactivefor longer then thetime necessary for producing an ^I amalive~ or

heartbeat message( l ) plus thetransmission time for that messageindicated by CTI i (j) (line3), or if

theprocesses areconsidered as disconnect ed by theCTI module(line2) 5 .

5.3 Failure Detector <>S of Chandra-Toueg

Theimplementation of theFailur eDet ect or <>S is given in figur e2. Besides minimising false

suspicions (achieved by using theCTI) which could delay theconvergenceof a final valueon the

rotating coordinator consensus protocol, theFailureDet ect or present ed also satisfies t heproperties

requir ed by <>S : strong completeness and eventual weak accuracy (seesection 3). Strong

completeness is trivially achieved sinceprocesses which actually crash will eventually ha veits time-

silenceset to a valuelarger than CTI i (j) + l + recoveryTime (line5). For the eventual weak accuracy ,

it must beguaranteed that after sometime at least a process will befault-freeand it will not be

suspect ed 6 . For implement ing such a property, first of all, it is introduced theconcept of recoverable

processes denot ing special processes which havet heabilit y of crashing and recovering wit hout

loosing any stateor threat of execut ion. That is, recoverableprocesses can berelied on to eventually

beoperational long enough for deciding a decision value(when it becomes a round coor dinator). Let

theset RecoverableS et betheset of all recoverableprocesses. It is assumed that thecont ent of

RecoverableS et is supplied by theapplication related upper-layer soft ware.

In order to guaranteethat a recoverableprocess will not be(falsely) suspect ed, thetimeout

value, recoveryTime, is incr eased by a constant k, k > 0, every time consecut ivesuspicions occur for

that process (line2). Observethat, for avoiding thesituation wher ecrash det ection will beindefinit ely

delayed for all processes, theparamet er k is applied only for therecoverableones 7 (line1).

6 Concluding Remarks

Being ableto det ect failures is a funda mental issuein designing fault-t olerant distributed systems.

However, theactual beha viour of a distributed system li mits theabilit y of providing such a

mechanism. Wher eas synchronous syst ems allow for the construction of perfect failuredet ection

based simply on local timeouts ˘ which is requir ed by Byzant ineAgreement, Processor Membership,

and Syst emDiagnosis -, accuratefailur edet ection cannot bedeveloped for fully-asynchronous

syst ems, unless someextra properties can beguaranteed ˘ as it is thecasefor thefailur edet ect ors of

Chandra e Toueg [1,2]. In all cases, theavailabilit y of a failuredet ect ion mecha nism(being it reliable

or not) is of crucial importanceif onewa nts to built a fault-tolerant distribut ed syst em(i. e. a system

which can providecont inued servicedespit epartial failures).

This paper first discussed thefailur edet ection requirements for two widely used fault-t olerant

mechanisms meant to asynchronous syst ems : process gr oup membership and distribut ed consensus. It

5 not icethat the expression CTI i (j) = ^ ¥ ~ will hold trueimmediat ely after CTI has det ect ed a crash or

disconnect ion (e.g., if the P j no longer belongs to theoperating syst emlists or tables).

6 In fact, it is onlyrequired that theprocess eventuallyremains fault-free and it is not suspected for the time

duration necessaryto decide a value.

7 actually, eventual weak accuracy requires onlyone recoverable process.

Function FD i ,(j)

(1) If justSuspect ed( i, j) and P j Î recoverableS et

(2) Then recover yTime:= recoveryTime+ k

(3) Else recover yTime:= 0;

(4) When CTI i (j) = ^ ¥ ~ or

(5) time- silence i (j) > CTI i (j) + l + recover yTime

(6) holds return true;

Funcion FD i (j)

(1) When

(2) CTI i (j) = ^ ¥ ~ or

(3) time- silence i (j) > CTI i (j) + l

(4) holds return true;

E

l

s

e

r

e

t

u

r

n

f

a

l

s

e

;

}

Figure 2

Figure 1 then introduced a mechanism, called t heConnect ivity TimeIndicator (CTI), which takes into account

load variations in bot h communication cha nnels and CPUs and dyna mically delivers timeconnectivity

infor mation about pair of processes. Finally, CTI based implementations for failuredet ect ors for

group membership and <>S based distribut ed consensus havebeen pr esent ed, as well as a brief

discussion on their correctness.

References

[1] Chandra T. and Toueg S., Unreliable Failure Det ectors for Reliable Distributed Syst ems. Journal of

theACM, 43(2):225-267, March 1996.

[2] Chandra T., Hadzilacos V. and Toueg S., The Wea kest Failure Det ect or for Solving C onsensus.

Journal of theACM, 43(4):685--722, July 1996.

[3] Fischer M.J., Lynch N. and Paterson M.S., Impossibilit y of Distributed Consensus wit h One Faulty

Process. Journal of t heACM, 32(2):374--382, April 1985.

[4] Amir, Y., Dolev, D., Kramer, S., Malki, D. Transis: A Communication Subsyst emfor High

Availabilit y. In Proc. of the22nd Int. Symp. on Fault-Tolerant Comp. pp. 76-84, Boston, July, 1992.

[5] K. Birman. The Process Group Approach to Reliable Distribut ed Computing. Communications of

theACM, Vol. 9, No. 12. pp. 36-53, December 1993.

[6] P. Ezhilchelvan, R. Macêdo, S. Shrivastava. Newt op: A Fault-Tolerant Group Communication

Protocol. In Proc. of theIEEE 15th Int. Conf. on Dist. Comp. Syst. Vancouver, pp. 296-306, 1995.

[7] M. Kashoek, A. Tanenbaum. Group Communication in the Amoeba Dist. Op. System. In Proc. of

theInt. Workshop on Parallel and Distributed Syst ems, Vol.5, No.5, pp. 459-473, May, 1994.

[8] M. Shivakant, L. Pet erson, R. Schlicht ing. A Membership Protocol based on Partial Order. In Proc.

of theIEEE Int. Working Conf. on Dep. Comp. for Critical Applications, pp 137-145, February, 1991.

[9] M. P. Melliar-Smit h, L. E. Moser, V. Agarwala. Processor Membership in Asynchronous

Distributed Syst ems. IEEE Trans. on Parallel and Distribut ed Syst ems, 5(5):459-473, May1994.

[10] R. Renesse, K. Bir man, R. Cooper, B. Glade, P. Stephenson. The Horus System. In K. Birma n e

R. Renesse, editor es, Reliable Distributed Comput ing wit h the Isis Toolkit, pp. 133-147. IEEE

Comput er Societ y Press, Los Ala mit os, CA, 1993.

[11] Hurfin, M., Macêdo, R., Raynal, M., Tronel, F. A General Framework t o Solve Agr eement

Problems. Proc. of theIEEE Int. Symp. on R eliable Distributed Syst ems, SRDS’99, Lausanne. 1999.

[12] Badache, N., Hurfin, M., Macêdo, R. Solving The Consensus Problem In A Mobile Environment.

Proc. of theIEEE Int ernational Performa nce, Comput ing, and Communications Confer ence ˘

IPCCC’99, Phoenix/ Scottsdale, USA: IEEE Press, 1999. p.29-35.

[13] Greve, F., Hurfin, M., Macêdo, R., Raynal, M. Consensus Based on Strong Failure Det ectors : A

Timeand Message Efficient Protocol. LectureNot es in Comput er Science, v.1800, p.1258-1267,

May/2000.

[14] Rampath, S., Dahbura, A. A Distributed Syst em-Level Diagnosis Algorit hmfor Arbitrary

Net work Topologies. IEEE Trans. on Comput ers, vol. 44, No 4, Feb 1995.

[15] Duarte Jr, L., Nanya, T. A Hierarchical AdaptativeDist. System-level DiagnosisAlgorithm. IEEE

Trans. on Comput ers, vol. 47, No 1, Jan/1998

[16] Lamport, L., Shostak, R., Pease, M. The Byza ntine Generals Problem. ACM Trans Program.

Lang. Syst. 4, 3 (July/1982), pp. 382-401.

[17] Cristian, F. Reaching Agreement on Processor-gr oup Membership in Synchronous Distributed

Systems. Distributed Comp. 4, 175-187, 1991.

[18] Schiper, A., Early Consensus in an Asynchronous Syst em wit h a Weak Failur e Det ect or.

Distributed Computing, 10:149-157. 1997.

[19] Batalha, M., Macêdo, R. Arquit etura Orientada a Objet os para umServiço Distribuído de

Diagnóstico deFalhas sobreCORBA. Technical R eport RT002/2000, Laboratório deSist emas

Distribuídos ˘ LaSiD, UFBA, May/2000.

[20] Macêdo, Raimundo. ^Implement ing FailureDet ection t hrough t heuseof a self-tuned Time

Connectivit y Indicator~. Relatório Técnico RT008/98, Laboratorio de Sist emas Distribuidos, UFBA,

Agosto/98.